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The certification body and all the staff involved in the certification activities manage the documents and records according to this policy.
The documents and the records are officially in English language (according to the terms of the contract with the client and the participation of foreign in the audit team).

The records are created in a way that ensures that they are readable, dated, indexed or registered under the relevant procedure or instruction and stored in the ERP system managed on a private Cloud: this system is an internal develoed SaaS application to manage all the activities, that prevent unauthorized access and protected unathorized changes of electronic records stored even the copy for backup.

The documents and records must be easily identified and there shall be information about the person who created / updated it, with proper level of authorization in reading and writing.
The records created during the certification processe don’t need to be approved except the audit plan and audit reports and the approval is recorded on the ERP system.

The documents and the records are distributed by the Top management and they can be only consulted through the ERP system, in order to have the traceability to the access to the information.

It’s forbidden the export of clients documents and records outside from the certification body without an authorization of the Top management.

The certification body, in order to ensure confidentiality with the Client throughout all certification processes:
· has established a risk analysis process, which is periodically reviewed to identify possible threats to confidentiality;
· implements corrective actions resulting from the risk analysis;
· does not use third-party services that may have access to Client data, including AI tools;
· stores and processes data exclusively within its private cloud infrastructure;
· does not use records in an unauthorized manner, including industrial, commercial and/or personal data. Such records may only be used internally to improve the certification process after the application of appropriate anonymization criteria;
· does not sell, transfer or disclose Client data to third-party companies or organizations;
· may disclose confidential information only when required by applicable law or when authorized by contractual arrangements, including agreements with an accreditation body;
· when confidential information must be disclosed, informs the Client or the individual concerned in advance, or as soon as legally permitted, specifying the information to be provided and the recipient of such information, unless notification is prohibited by law;
· limits any mandatory or authorized disclosure to the minimum amount of information necessary to comply with the applicable legal or contractual requirement;
· maintains appropriate records of any disclosure of confidential information, including the legal or contractual basis, the information disclosed, the recipient and, where applicable, the notification provided to the Client or individual concerned.

The record access is regulated for staff by the national law or the European GDPR - Regulation 2016/679

The records are stored in such a way as to ensures protection from damage, dirt, loss and unauthorized access (theft, destruction, alteration, etc.) with a private encrypted cloud backup.

The shelf life of client records after archiving process-related certification corresponds at least to 4 consecutive cycles of certification.

The archiving and destruction are carried out under the supervision of the Top management.
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